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Electronic 
Civil Disobedience* 



O ne essential characteristic that sets I ate capital ism apart from other 
political and economic forms is its mode of representing 
power: W hat was once a sedentary concrete mass has now 
become a nomadic electronic flow. Before computerized 
information management, the heart of institutional com- 
mand and control was easy to locate. I n fact, theconspicuous 
appearance of the halls of power was used by regimes to 
maintain their hegemony. Castles, palaces, government 
bureaucracies, corporate home offices, and other architec- 
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tural structures stood looming in city centers, daring mal- 
contents and underground forces to challenge their 
fortifications. These structures, bespeakingan impregnable 
and everlasting solidity, could stop or demoralize 
contestational movements before they started. Indeed, the 
prominence of this spectacle was a double-edged sword; 
once the opposition became desperate enough (due to 
material privation ortosymboliccollapseof agiven regime's 
legitimacy), its revolutionary forcehad no problem finding 
and confronting the powerholders. If the fortifications 
were breached, the regime would most likely collapse. 
W ithin this broad historical context emerged the general 
strategy for civil disobedience. 

Thisstrategywasun usual becausethecontestational groups 
decided they did not need to act violently toward those who 
occupied the bunkers of power, and chose instead to use 
various tactics to disrupt the institutions to such an extent 
that the occupants became disempowered. Although the 
smiley face of moral force was the pretext for using this 
approach, it was economic disruption and symbolic distur- 
bance that made the overall strategy effective. Today acts 
of civil disobedience (C D) are generally intended to hasten 
institutional reform rather than bring about national col- 
lapse, sincethisstyleof resistanceallowsthe possibility for 
negotiation. For this reason, modern first-world govern- 
mentstend to be more tolerant of these acts, since they do 
not necessarily threaten the continued existence of a na- 
tion or itsrul i ng class. W hilecivil disobediencedoesnot go 
unpunished, it is generally not met with extreme violence 
from the state, nor are participants in C D ordinarily labeled 
as revolutionaries and treated as political prisoners when 
arrested. (T here have of course been some notable excep- 
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tionstothispolicy in thefirst world, such asthepersecution 
of American civil rights activists in the deep South). 

Although CD is still effective as originally conceived 
(particularly at local levels), its efficacy fades with each 
passi ng decade. Thisdeclineisdue primarily to the increas- 
ing ability of power to evade the provocations of CD 
participants. Even though the monuments of power still 
stand, visibly present in stable locations, the agency that 
maintains power is neither visible nor stable. Power no 
longer permanently resides in these monuments, and com- 
mandandcontrol nowmoveaboutasdesired. Ifmechanisms 
of control are challenged in one spatial location, they 
simply move to another location. A sa result, C D groupsare 
prevented from establishing a theater of operations by 
which they can actually disrupt a given institution. Block- 
ing the entrances to a building, or some other resistant 
action in physical space, can prevent reoccupation (the 
flow of personnel), but this is of little consequence so long 
as information-capital continues to flow. 

These outdated methodsof resistance must be refined, and 
new methods of disruption invented that attack power 
(non)centers on the electronic level. The strategy and 
tactics of CD can still be useful beyond local actions, but 
only if they are used to block theflow of information rather 
than the flow of personnel. U nfortunately, the left is its 
own worst enemy in developing waysto reviseC D models. 
Thissituation is particularly ironic, si nee the I eft hasalways 
prided itself on using history in critical analysis. Now, 
rather than acknowledge the present shift in historical 
forces when constructing strategies for political activism, 
membersof the left continue to act as if they still live in the 
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age of early capital. This is particularly strange because 
contestational theory always stresses the importance of 
dramatic shifts in political economy (early capital to late 
capital, industrial economy to service economy, produc- 
tion culture to consumption culture, etc). Indeed, the left's 
lapse of insight on this matter indicates that the schism 
between theory and practice is as bad as (or worse than) it 
has ever been. 

Thisparticularform of cultural lag prevents activists from 
devising new strategies for reasons that are difficult to 
pinpoint. At least one factor responsible is the continued 
presence of the remnants of the 60s N ew Left within the 
ranks of activist groups. Preoccupied as they are with the 
means used to achieve past victories (primarily the contri- 
bution that the New Left made to the withdrawal of 
A merican troopsfrom Viet N am), membersof these groups 
see no need to invent new approaches. Nostalgia for 60s 
activism endlessly replays the past as the present, and 
unfortunately thisnostal gia hasalso infected a new genera- 
tion of activistswho haveno livingmemory of the60s. Out 
of this sentimentality has arisen the belief that the "take to 
the streets" strategy worked then, and will work now on 
current issues. Meanwhile, as wealth and education con- 
tinue to be increasingly distributed in favor of the wealthy, 
as the security state continuesto invade private life, as the 
AIDS crisis still meets with government inaction, and as 
the homeless population continues to expand, CAE is 
willingto go out on a limb and say that perhaps an error in 
judgment has occurred. This claim is not intended to 
undermine what has been accomplished on local levels; it 
is intended only to point out that contemporary activism 
has had very little effect on military/corporate policy. 
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CA E has said it before, and we will say it again: as far as 
power is concerned, the streets are dead capital! N othingof 
value to the power elite can be found on the streets, nor 
does this class need control of the streets to efficiently run 
and maintain state institutions. For CD to have any mean- 
ingful effect, the resisters must appropriate something of 
value to the state. Once they have an object of value, the 
resisters have a platform from which they may bargain for 
(or perhaps demand) change. 

At one time the control of the streeta/as a valued item. In 
19th century Paris the streets were the conduits for the 
mobility of power, whether it was economic or military in 
nature. If the streets were blocked, and key political for- 
tresses were occupied, the state became inert, and in some 
cases collapsed under its own weight. This method of 
resistance was still useful upthrough the 60s, but since the 
end of the 19th century it has yielded diminishing returns, 
and hasdrifted from beinga radical practiceto a liberal one. 
This strategy is grounded in the necessity of centralizing 
capital within cities; as capital has become increasingly 
decentralized, breaking through national boundaries and 
abandoning the cities, street action has become increas- 
ingly useless. Sincecitieshavebeen abandoned bybusiness 
and left to rot in a state of bankruptcy, and have become 
plagued by crimeand disease, it seemsreasonableto assume 
that they are no longer useful in the expansion of power. If 
they were of use, surely they would be continually renewed 
and defended. 

Dangers do lie in this often tautological line of argument. 
Is the city of no value because it is not maintained, or is it 
not maintained becauseit isof no value?T hiserror in logic 
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is inescapable, since the question of who or what is in 
control cannot be answered. Power itself cannot be seen; 
only its representation appears. W hat lies behind the rep- 
resentation is lost. The location and nature of cynical 
power is purely a matter of speculation. M aero power is 
known only as a series of abstractions such as "straight 
white males," "the ruling class," or best of all, "the powers 
that be." M aero power isexperi en ced only by itseffects, and 
never as a cause. Consequently, certain indicators must be 
used to determine what is of value to power, or to find the 
(non)location of power. The assumption here is that key 
indicators of power-value are the extent to which a loca- 
tion or a commodity is defended, and the extent to which 
trespassers are punished. The greater the intensity of de- 
fense and punishment, the greater the power-value. These 
indicators have been derived from experience, but they 
cannot be given theoretical justification, since a second 
principle will eventually have to be used to explain a first 
principle. 

If thetraditional location for deploying power has been abandoned, 
where has power moved? If we assume that the flow of 
capital is still crucial to the present system, then there isa 
trail to follow. (U n)common sense tells us that we can 
follow the money to find power; however, si nee money has 
no point of origin but ispart of a circular or spiraling flow, 
the best we can expect to find is the flow itself. Capital 
rarely takesa hard form; like power, it exists asan abstrac- 
tion. An abstract form will probably be found in an abstract 
pi ace, orto be morespecific, in cyberspace. Cyberspace may 
be defined as a virtual informational landscape that is 
accessed through the phone system. (For the purposes of 
this essay, the association between cyberspace and VR 
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proper should be ignored). The degree of access to the 
information located in cyberspace suggests how institu- 
tions are configured in real space. In complex society, the 
division of labor has become so differentiated that the 
organizational speed necessary to keep the many segments 
synchronized can only be achieved by using electronic 
communication networks. In turn, the controlled deploy- 
ment of information and accessto it becomesa central clue 
in solvingthe puzzleof social organization. W hen accessto 
information is denied, the organizational properties of the 
institution from which it is withheld become unstable, 
and— should this condition be maintained for too long— 
the institution will eventually collapse because of a 
communication gap. The various segments will have no 
idea if they are working at crosspurposesagainst each other 
or if they are working in unison against competing institu- 
tions. Blocking information access is the best means to 
disrupt any institution, whether it is military, corporate, or 
governmental. When such action is successfully carried 
out, all segments of the institution are damaged. 

The problem with C D as it is now understood isthat it has 
no effect on the core of organization; instead, it tends to 
concentrate on one localized sedentary structure. In the 
case of national or multinational institutions, such actions 
are no more disruptive than a fly biting an elephant. Back 
when power was centralized in sedentary locations, this 
strategy made sense, but it is vain now that power is 
decentralized. To dominate strategic sites in physical space 
wasoncethekeysourceof power, but now domination rests 
on the ability of an institution to move where resistance is 
absent, in conjunction with the ability to temporarily 
appropriate a given physical space as needed. For an oppo- 
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sitional force to conquer key pointsin physical space in no 
way threatens an institution. Let us assume that a group of 
dissidents managed to occupy the W hite H ouse. It might 
proveembarrassingfortheadministration in power and for 
the Secret Service, but in no way would this occupation 
actually disrupt theefficientfunctioningof ex ecutivepower. 
The presidential office would simply move to another 
location. The physical space of the W hite H ouse is only a 
hollow representation of presidential authority; it is not 
essential to it. 

In measuring power-value by the extent to which actions are 
punished and sites are defended, it is readily apparent that 
cyberspace ranks high on the scale. Defense systems in 
cyberspace are as wel I -devel oped asth ey can be. T h e Secret 
Service (previously an agency whose job was to protect 
individuals connected with the office of the President and 
to investigate counterfeiting rackets) has become increas- 
ingly swept up in its role as cyberpolice. A t the same time, 
private corporations have developed their own electronic 
police forces, which function in two ways: First, they act as 
security forces, installing information surveillance and 
defense systems, and second, they act asa posse of bounty 
huntersto physicallycaptureany person whobreaksthrough 
thesecuritysystems.These forces, likethelegal system, do 
not distinguish between actions in cyberspace on the basis 
of intent. Whether private information sources are ac- 
cessed simplytoexaminethesystem,orwhetherthepurpose 
isto steal or damagethesource, these forcesalwaysassume 
that unauthorized accessisan act of extreme hostility, and 
should receive maximum punishment. In spite of all this 
security, cyberspace is far from secure. It hasexpanded and 
mutated at such a rapid ratethat security systemsare unable 
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to reconfigure and deploy themselves with equal speed. At 
present, the gate i ssti 1 1 open for information resistance, but 
it isclosing. 

W ho is attempting to hold the gate open? This is perhaps 
oneof thesaddest chaptersin thehistory of resistance in the 
U S. Right now the finest political activists are children. 
Teen hackers work out of their parents' homesand college 
dormitoriesto breach corporateand governmental security 
systems. Their intentions are vague. Some seem to know 
that their actions are political in nature. A s Dr. C rash has 
said: "W hetheryou know it or not, if you area hacker you 
are a revolutionary." The question is, a revolutionary for 
what cause? After poring through issues of Phrack and 
surfing the internet, one can find no cause mentioned other 
than the first step: free access to information. How this 
information would be applied is never discussed. The prob- 
lem of letting children act asthe avant-garde of activism is 
that they have not yet developed a critical sensibility that 
would guide them beyond their first political encounter. 
Ironically enough, they do have the intelligence to realize 
where political action must begin if it isto be effective— a 
realization that seems to have eluded leftist sophisticates. 
Another problem is the youthful sense of immortality. 
According to Bruce Sterling, their youthful fearlessness 
tends to get them arrested. A number of these young 
activists— the Atlanta Three, for example— have served 
time in what has to be recognized as political imprison- 
ment. W ith only thechargeof trespass againstthem, jailing 
these individuals seems a little extreme; however, when 
considering the value of order and private property in 
cyberspace, extreme pun i sh men t for th e smal I est of cri mes 
should be expected. 
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A pplying the maximum punishment for a minimal offense 
must bejustified in someway. Either the system of punish- 
ment must be kept hidden from the public, or the offense 
must be perceived by the public as a horrific disruption of 
the social order. Currently, the situation in regard to crime 
and cyberspace seems neutral, as there is no solid commit- 
ment by the state to either path. The arrest and punishment 
of hackers does not make headlines, and yet the law and 
order alarm has started to ring. Operation Sundevil, a 
thorough sweep of hacker operations in 1990 by the Secret 
Service and corporate posses, received minimal attention 
fromthemedia. It was well publicized amongst the groups 
affected by such activities, but it was hardly the material 
needed for a "60 M inutes" investigation or even a Phil 
Donahue show. W hether this lack of publicity was inten- 
tional or not on the part of the Secret Service is difficult to 
say. Certainly corporations do not like to call attention to 
their posses, nor does the Secret Service want to advertise 
its G estapo tactics of confiscating the property of citizens 
not charged with any crime, and neither of thetwo want to 
encourage hacker behavior by openly revealing the power 
that can be gained through "criminal" accessto cyberspace. 
From the point of view of the state, it makes strategic sense 
to limit the various threats of punishment to the technoc- 
racy, until electronic dissidents can be presented to the 
public as the incarnation of evil bent on the destruction of 
civilization. However, it is difficult for the state to desig- 
nate a techno-child as the villain of the week along the 
linesof N oriega, Saddam H ussein, Khadafy, Khomeny, or 
anyone involved with drugs from usersto cartel leaders. To 
go public will requiresomething more than just a charge of 
trespass; it will have to be something that the public can 
really panic about. 
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H ollywood has begun to make some suggestions in films 
suchasDieH ardll and Sneakers. I n D ieH ard 1 1 , for example, 
terrorist hackers appropriate airport computers and use 
them to hold planes hostage, and even crash one. Fortu- 
nately these scenarios are still perceived by the public as 
sciencefiction , but it ispreciselythiskind of imaging which 
will eventually be used to suspend individual rights, not just 
to catch computer criminals, but to capture political dissi- 
dentsaswell. Legal agenciesarejustasableto persecute and 
prosecutepolitical factionswhen what theycould do arouses 
fear in others. 

Herein lies the distinction between computer criminality 
and electronic civil disobedience. While the computer 
criminal seeks profit from actions that damage an indi- 
vidual, the person involved in electronic resistance only 
attacks institutions. Under the rubric of electronic resis- 
tance, the value system of the state (to which information 
is of higher value than the individual) is inverted, placing 
information back in the service of people rather than using 
it to benefit institutions. The authoritarian goal is to 
prevent this distinction from being perceived; all elec- 
tronic resistance must fall under the totalizing sign of 
cri mi nality.Conflatingelectronic civil disobedience(EC D) 
with criminal acts makes it possible to seal off cyberspace 
from resistant political activity. Attacksin cyberspace will 
carry penalties equivalent to those merited by violent 
attacksin physical space. Some leftist legal agencies, such 
as the Electronic Frontier Foundation, have already real- 
ized t h at basi c freed o m s ( of speec h , assem b I y , a n d p ress) are 
denied in cyberspace and are acting accordingly, but they 
have yet to start work on legitimizing the distinction 
between political and criminal action. The same legal 
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penalties that apply to CD should also apply to ECD. 
However, state and corporate agencies should be expected 
to offer maximum resistance to legal activities aimed at 
legitimizing EC D. If these authoritarian structures are un- 
willing to grant basic rightsin cyberspace to individuals, it 
seems safe to assume that a pseudo-legitimized resistance 
will not be tolerated either. 

The strategy and tactics of ECD should not be a mystery to any 
activists. T hey are the same as traditional C D . EC D is a 
nonviolent activity by its very nature, since the opposi- 
tional forces never physically confront one another. A s in 
C D, the primary tactics in ECD are trespass and blockage. 
Exits, entrances, conduits, and other key spaces must be 
occupied by the contestational force in order to bring 
pressureon legitimized institution sen gaged in unethical or 
criminal actions. Blocking information conduits is analo- 
gous to blocking physical locations; however, electronic 
blockage can cause financial stress that physical blockage 
cannot, and it can be used beyond the local level. ECD is 
CD reinvigorated. What CD once was, ECD is now. 

A ctivists must remember that EC D can easily be abused. 
T he sites for disturbance must be careful ly selected. J ust as 
an activist group would not block access to a hospital 
emergency room, electronic activists must avoid blocking 
accessto an electronic site that may have similar humani- 
tarian functions. For example, let us assume that a 
profiteering pharmaceutical company istargeted. C are will 
have to be taken not to block the data controlling the 
manufacture and distribution of life-saving medications 
(no matter how bad the extortion profits might be from the 
drugs). Rather, once the company is targeted, activists 
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would be wiser to select research or consumption-pattern 
data bases as sites for occupation. Having the R&D or 
marketing division shutdown isoneof the most expensive 
setbacks that a company can suffer. The blockage of this 
data will give the resistant group a foundation from which 
to bargain without hurting those who are in need of the 
medications. Further, if terms are not met, or if there is an 
attempt to recapture the data, ethical behavior requires 
that data must not be destroyed or damaged. Finally, no 
matter how tempting it might be, do not electronically 
attack individuals (electronic assassination) in the com- 
pany—not CEOs, not managers, not workers. Don't erase 
or occupy their bank accounts or destroy their credit. Stick 
to attacks on the institutions. A Hacking individuals only 
satisfies an urge for revenge without having any effect on 
corporate or government policy. 

This model, although it seems so easy to grasp, is still 
science fiction. No alliance exists between hackers and 
specific political organizations. In spite of the fact that each 
would benefit through interaction and cooperation, the 
alienating structure of a complex division of labor keeps 
thesetwo social segmentsseparated more successfully than 
could the best police force. H acking requires a continuous 
technical education in order to keep skills up to date and 
razor sharp. Thiseducational need has two consequences: 
First, it istime-consuming, leaving littleor no leisure time 
for collecting information about specific political causes, 
building critical perspective, or designating contestational 
sites. W ith out such information, hacker politics will con- 
tinue to be extraordinarily vague. Second, continuous 
reeducation keeps hackers tied into their own hermeti- 
cal ly-sealed classroom. Littlei nteraction occurswith others 
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outside this technocratic subclass. Traditional political 
activists do not fare any better. Left behind in the dust of 
history, thispolitical subgroup knows what to do and what 
to target, but has no effective means to carry out its desires. 
Political activists, asknowledgeableasthey might be about 
their causes, are too often stuck in assembly meetings 
debating which monument to dead capital they should 
strike next. H ere are two groups motivated to accomplish 
similar anti-authoritarian ends, but which cannot seem to 
find a point of intersection. W hile the former group lives 
on-line, the latter group lives in the street, and both are 
unknowingly being defeated by a communication gap for 
which neither is responsible. The schism between knowl- 
edge and technical skill has to be closed, to eliminate the 
prejudices held by each side (hacker intolerance for the 
technologically impaired, and activist intoleranceforthose 
who are not politically correct). 

The hacker/activist schism is not the only difficulty that keeps the 
idea of EC D in the realm of science fiction. The problem of 
how to organize potential alliances is also significant. 
Leftist activism has traditionally been based on principles 
of democracy— that is, on a belief in the necessity of 
inclusion. They believe that with no other bargaining 
power besides sheer number, the populist mass must be 
organized so that its collective will can be asserted. The 
weaknesses of this strategy are rather obvious. The first 
weakness is the belief in a collective will itself. Since the 
popul istmassisdivided by so many sociological variables— 
race/ethnicity, gender, sexual preference, class, education, 
occupation, language, etc.— it is readily apparent that 
viewing "the people" asa monolith of consensusisabsurd. 
W hat fulfills the needs of one group can be repressive or 
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oppressive to another. Centralized organizations attempt- 
ing to flex their political muscles through the power of 
numbers find themselves in a peculiar position: Either the 
group size is relatively large, but it cannot move en masse, 
or the group advocates an ideological position useful only 
to a limited sociological set, thereby shrinking their num- 
ber. In addition, in order for the most simple organization 
to exist, there must also be bureaucracy. Bureaucracy re- 
quiresleadership, and hencehierarchy. Leadership structures 
are generally benevolent in these situations, since the 
leadership is often based on talent and motivation rather 
than on ascri ptivecharacteri sties, anditfluctuatesamong 
the membership; however, bureaucratic structure, re- 
gardlessof how relentlessly it strainstoward justice, still 
erodes the possi bi I ity of community (in its proper sense) . 
Within such an organizational pattern, individuals are 
forced to trust an impersonal process over which they have 
no real control. 

The use of democratic principles of centralization, when 
analyzed on a global scale, becomes even more depressing. 
Asyet, no democratic organization exists that comes even 
remotely close to constructing a multinational resistance. 
Since power has gone global, avoiding attack is merely a 
matter of moving operationsto a location where resistance 
is absent. Further, in regard to the condition of pluralism, 
national interest becomesa variable— a policy that isuseful 
within one national situation becomes repressive or op- 
pressive in another. Collective democratic action may be 
weakly effective on the local (micro) level, but it becomes 
next to useless on a macro scale; the complexity of the 
division of labor prevents consensus, and there is no appa- 
ratus through which to organize. 
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The option of realizing hacker fantasies of a new avant- 
garde, in which a technocratic class of resistors acts on 
behalf of "the people," seemsevery bit as suspect, although 
it is not as fantastic as thin king that the people of the world 
will unite. A technocratic avant-garde is theoretically 
possible, since an apparatusisin place for such adevelop- 
ment. However, since the technocracy consists 
overwhelmingly of young white first-world males, one has 
to wonderjust what issueswouldbeaddressed. That dreaded 
question of "who speaksfor whom?" loomslargewhen ever 
the idea of avant-gardism isshuffled about. 

The question of resistance then becomes threefold: First, 
how can the notion of an avant-garde be recombined with 
notions of pluralism? Second, what are the strategies and 
tactics needed to fight a decentralized power that is con- 
stantly in a state of flux? Finally, how are the units of 
resistance to be organized? Without question, no certain 
answers are available, but CAE would like to offer the 
following proposals. The use of power through number— 
from labor unions to activist organizations— is bankrupt, 
because such a strategy requires consensus within the 
resisting party and the existence of a centralized present 
enemy. However, in spiteof thelack of consensuson what 
to do, most organizations do sharea common goal — that is, 
resistanceto authoritarian power. Yet even in termsof goals 
there isnoconsensusabout the practical basisof authoritar- 
ian power. The perception of authoritarianism shifts 
depending on the coordinates from which a given socio- 
logical group choosesto resist authoritarian discourse and 
practice. How then can this situation be redefined in 
constructive terms? A n anti-authoritarian predisposition 
becomes useful only when the idea of the democratic 
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monolith is surrendered. To fight a decentralized power 
requires the use of a decentralized means. Let each group 
resist from the coordinates that it perceivesto be the most 
fruitful. This means that leftist political action must reor- 
ganize itself in termsof anarchist cells, an arrangement that 
allows resistance to originate from many different points, 
i nstead of focusi n g on one ( perh aps bi ased) poi n t of attack. 
Within such a micro structure, individuals can reach a 
meaningful consensus based on trust in the other individu- 
al s ( real community) in the cell, rather than one based on 
trust in a bureaucratic process. Each cell can construct its 
own identity, and can do so without the loss of individual 
identity; each individual within the cell maintains at all 
times a multidimensional persona that cannot be reduced 
to the sign of a particular practice. 

H ow can a small group (four to ten people) have any type 
of political effect? This is the most difficult question, but 
the answer lies in the construction of the eel I . T he eel I must 
be organic; that is, it must consist of interrelated parts 
working together to form a whole that is greater than the 
sum of the parts. To be effective, the schism between 
knowledge and technical ability in thecell must beclosed. 
A shared political perspective should bethegluethat binds 
the parts, ratherthan interdependence through need. A void 
consensusthrough similarity of skills, sincein order forthe 
eel I to be useful , different ski 1 1 smust be represented. A ctiv- 
i st, theorist, artist, hacker, and even a lawyer would be a 
good combination of talents— knowledge and practice 
should mix. W ith the cell in place, ECD is now a viable 
option, and as explained earlier in the essay, with EC D, 
demands will at least be recognized. A nother advantage is 
that thecell has the option of pooling financial resources, 
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so the minimal equipment needed for ECD can be pur- 
chased. The problem of potential legal feesisan argument 
for centralization— cells may not have a long lifespan. 
A dmittedly, the toxic illegality of electronic political ac- 
tion isoneof the key variablesthat relegates this narrative 
to the realm of science fiction. 

For more radical eel Is EC D isonly the first step. Electronic 
violence, such asdata hostages and system crashes, are also 
an option. Are such strategies and tactics a misguided 
nihilism? CAE thinksnot. Since revolution isnot a viable 
option, the negation of negation isthe only realistic course 
of action. After two centuries of revolution and near- 
revolution, one historical lesson continually 
appears— authoritarian structure can not be smashed; it can 
only be resisted. Every time we have opened our eyes after 
wanderingtheshiningpath of a glorious revolution, wefind 
that the bureaucracy is still standing. We find Coca-Cola 
goneand Pepsi-Cola in itsplace— looksdifferent, tastesthe 
same. This is why there is no need to fear that we will one 
day wake up and find civilization destroyed by mad anar- 
chists. This mythic fiction is one that originates in the 
security state to instill in the public a fear of effective 
action. 

Do centralized programs still have a role in this resistance? 
Centralized organization shave three functions. Thefirst is 
to distribute information. C onsciousness raising and spec- 
tacle production should be carried out by centralized 
counter-bureaucracies. Cash and labor pools are needed in 
orderto research, construct, design, and distribute informa- 
tion contrary to the aims of the state. The second function 
is for recruitment and training. It cannot be emphasized 



E lectronic C ivil D isobedience 



25 



enough that there must be more bases for training techno- 
logically literate people. To rely only on the chance that 
enough people will havetheright inclination and aptitude 
to become technically- 1 iterate resisters means that there 
wi 1 1 be a sh ortage of resi stan t tech n ocrats to fi 1 1 th e eel I ul ar 
ranks, and that the sociological base for the technocratic 
resi stance will not be broad enough. (If technical education 
continues to be distributed as it is today, the attack on 
authority will be horribly skewed in favor of a select group 
of issues). Finally, centralized organizations can act as 
consultants on the off chance that an authoritarian institu- 
tion has decided to reform itself in some way. This can 
happen in a realistic sense, not because of an corporate- 
military ideological shift, but because it would be cheaper 
to reform than to continue the battle. The authoritarian 
fetish for efficiency is an ally that cannot be underesti- 
mated. 

A II that centralized organizations must do— in a negative 
sense— isto stay out of direct action. Leave confrontation 
to the cells. Infiltrating cellular activity is very difficult, 
unlike infiltrating centralized structures. (This is not to say 
that cellular activities are difficult to monitor, although the 
degreeof difficulty does riseasmorecellsproliferate). If the 
eel Isare working in doubleblind activitiesin a largeenough 
number, and are effective in and of themselves, authority 
can bechallenged.Thefundamental strategy for resistance 
remains the same— appropriate authoritarian means and 
turn them against themselves. H owever, for this strategy to 
take on meaning, resistance— like power— must withdraw 
from the street. Cyberspace as a location and apparatusfor 
resistance has yet to be realized. N ow is the time to bring a 
new model of resistant practice into action. 
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Addendum: The New Avant-Garde 

CAE fearsthat some of our readers might be getti ng a bit squeamish 
about the use of theterm "avant-garde" in the above essay. 
After all, an avalanche of literature from very fine 
postmodern criticshasforthepast two decadesconsistently 
told us that the avant-garde is dead and has been placed in 
a suitable resting plot in the M odernist cemetery alongside 
its siblings, originality and the author. In the case of the 
avant-garde, however, perhapsa magic el ixirexiststhat can 
reanimate this corpse. The notion has decayed quite a bit, 
so one would not expect thiszombieto look asit oncedid, 
but it may still have a place in the world of the living. 

The avant-garde today cannot be the mythic entity it once 
was. N o longer can we believe that artists, revolutionaries, 
and visionaries are able to step outside of culture to catch 
a glimpse of the necessitiesof history as well asthefuture. 
N or would it be realistic to think that a party of individuals 
of enlightened social consciousness(beyond ideology) has 
arrived to lead the people into a glorioustomorrow. H ow- 
ever, a less appealing (in the Utopian sense) form of the 
avant-garde does exist. To simplify the matter, let us 
assume that within the present social context, there are 
individuals who object to various authoritarian institu- 
tions, and each has allied h/erself with other individuals 
based on identification solidarity (race/ethnicity, sexual 
orientation, class, gender, religion, political beliefs, etc.) to 
form groups/organizationsto combat the mechanisms and 
institutions that are deemed oppressive, repressive, 
exploitive, and so on. From a theoretical perspective, each 
of these alliances has a contestational role to play that 
should be respected and appreciated; however, in terms of 
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practice, there is no basis to view them all as equals. 
U nquestionably, some groups will have greater resource 
power than others; that is, some will have greater access to 
wealth, prestige, hardware, education, and technical skills. 
Typically, the greater the resources, the greater the effect 
the group can have. H owever, the configuration of access 
in conjunction with the groups' placement along political, 
numerical, and spatial/geographic continuums will also 
greatlyaltertheeffectivenessof thegroup. (A full catalogue 
of possibilities cannot be listed within the parameters of 
this discussion). For example, a large, very visible group 
that is on the radical fringe, which works to change na- 
tional policy, and which has reasonably good access to 
resourceswill also receive stiff counter-resistancefrom the 
state, thereby neutralizing its potential power. The rapid 
destruction of the Black Panther Party by the FBI is an 
example of this vulnerability. A relatively large liberal 
groupwith strongresourcesthat actsl ocal ly wi 1 1 receiveless 
counter-resistance. (Hence the misguided belief that if 
everyoneactslocallyforreform, policy will changeglobally 
and peacefully. U nfortunately local action does not affect 
global ornational policies, sincethesumoflocal issuesdoes 
not equal national issues). For example, an alliance of 
various green groups in North Florida has been very suc- 
cessful at keepingoil companiesoff theG ulf coast lineand 
protecting the local national forests and preserves from 
logging companies and land speculators; however, such 
success is by no means representative of the national or 
international situation in regard to the Green movement 

Then what kind of group configurationwill gain the most 
far-ranging results, in terms of disturbing the political/ 
cultural landscape? This is the question that CA E tried to 
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answer in this essay. To repeat: cellular constructions 
aimed at information disruption in cyberspace. The prob- 
lem isaccess.Theeducation and technical ski I Is needed are 
not widely distributed, and moreover are monopolized 
(though not through individual intentionality) by a very 
specific group (young white men). Education activists 
should beand in manycasesareworkingashardaspossible 
to correct this problem of access, even though it does seem 
almost insurmountable. At the same time, contestational 
forces cannot wait to act until this access problem is 
corrected. Only in theory can we live by what ought to be; 
in practice we must work in termsofwhat is. Those who are 
trained and ready now need to start building the model of 
electronic resistance. T hose who are ready and willing to 
begin to form the modelsof electronic resistance in the 
new frontier of cyberspace are the ones C A E views as a 
new avant-garde. 

The technocratic avant-garde offers one slim hope of 
effective resistance on a national and international scale; 
and, in its favor, in terms of efficiency, and unlike its 
M odernist predecessors, the intelligentsia, thisgroup does 
not have to organize "the people." M uch like the problems 
of resource access, th i s n ecessi ty or desi re h as al ways both- 
ered theforcesof democracy. A vant-gardism isgrounded in 
thedangerousnotion that thereexistsan elite class possess- 
ing enlightened consciousness. The fear that one tyrant 
will simply be replaced by another is what makes avant- 
gardism so suspect among egalitarians, who in turn always 
return to more inclusive local strategies. W hi le CA E does 
not want to discourage or disparage the many possible 
configurations of (democratic) resistance, the only groups 
that will successfully confront power are those that locate 
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the arena of contestation in cyberspace, and hence an elite 
force seemsto be th e best possi bi I i ty. T h e i n creased success 
of local and regional resistant configurations, in part, de- 
pends upon the success of the avant-garde in the causal 
domain of thevirtual. A sfor "enlightened consciousness," 
C A E bel i eves blind gropi ng is a more accurate descri ption . 
A vant-gardism is a gamble, and the odds are not good, but 
at present, it's the only game in town. 

Addendum II: 
A Note on Absence, Terror, and Nomadic Resistance 

In T he E lectronic Disturbance, C A E argued that a major change in the 
representation of power had occurred over the past twenty 
years. Power once represented itself asa visible sedentary 
force through various types of spectacle (media, architec- 
ture, etc.), but it has instead retreated into cyberspace 
where it can nomadically wander theglobe, alwaysabsent 
to counterforces, always present whenever and wherever 
opportunity knocks. In "Electronic Civil Disobedience," 
CAE notes that for every strategy there is a counter- 
strategy. Since cyberspace is accessible to all of the 
technocratic class, the resistant within this class can also 
use nomadic strategies and tactics. Indeed, the primary 
concern among the military/corporate cyber police (Com- 
puter Emergency Response Team, the Secret Service, and 
the FBI's National Computer Crime Squad) is that no- 
madic strategy and tactics are being employed at this very 
moment by contestational groups and individuals (in the 
words of authority, "criminal" groups). The cyberpolice 
and their elite masters are living under the sign of virtual 
catastrophe (that is, anticipating the electronic disaster 
that could happen) in much the same way that the op- 
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pressed have lived under the signs of virtual war (the war 
that we are forever preparing for but never comes) and 
virtual survei I lance (theknowledgethatwemay be watched 
by the eye of authority). 

The current wave of paranoia began in early 1994 with the 
discovery of "sniffer" programs. A pparently some adept 
crackers are collecting passwords for unknown purposes. 
The reaction of the cyberpolice was predictable: T hey are 
convinced that this could only be done for criminal intent. 
Of prime concern isthe development of the tactic of data 
hostaging, where criminals hold precious research data for 
ransom. Motivations for such an activity are construed 
solely ascri mi nal. (Thisistypical of U S policy— criminalize 
alternative political action, arrest the guilty, and then 
claim with a clear conscience that the U S has no political 
prisoners). C ERT, the FBI, and the SS seem convinced that 
teen crackers have matured and are evolving past informa- 
tion curiosity into information criminality. But something 
else of greater interest is beginning to occur. The terror of 
nomadic power is being exposed. The global elite are 
having to look into the mirror and see their strategies 
turned against them— terror reflecting back on itself. The 
threat is a virtual one. There could be cells of crackers 
hovering unseen, yet poised for a coordinated attack on the 
net— not to attack a particular institution, but to attack the 
net itself (which is to say, the world). A coordinated attack 
on therouterscould bringdown the whole el ectronic power 
apparatus.T hevulnerability ofthecyberapparatusisknown, 
and now the sign of virtual catastrophe tortures those who 
created it. A sJamesC . Settle, founder and head of the FBI's 
N ational Computer C rime Squad, has said: "I don't think 
the stuff we are seeing is the stuff we need to be worried 
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about. What that activity we do see is indicative of, 
however, isthat we have a really big problem.... Some- 
thing is cooking but no one really knows what." The 
motto of the sight machine reverberates out of Settle's 
rhetoric: "If I can see it, it's already dead." A t the same 
time, the opposite— what Settle calls "the dark side"— 
isout there, planning and scheming. N omadic power has 
created itsown nemesis— itsown image. Thisbringsup 
the possibility that asa tactic for exposing the nature of 
nomadic power, EC D isal ready outdated without having 
ever been tried. No real "illegal" action needs to be 
taken. From the point of view of traditional terrorism, 
action that can reveal thecruel ty of nomadic powerneed 
only exist in hyperreality, that is, as activities that 
merely indicate a possibility of electronic disaster. From 
this moment forward, strategies of the hyperreal will 
have to be downgraded into the real, meaning the tech- 
nocratic class (those with the skill to mount a powerful 
resistance) will have to act on behalf of liberation from 
electronic control under the nomadic elite. T he reason: 
They are not going to have a choice. Sincethe i ndividu- 
alsin thisclassaretheagentsof vulnerability within the 
realm of cyberspace, repression in this class will be 
formidable. Since "the dark side" has no image, the 
police state will have no problem inscribing it with its 
own paranoid projections, thusdoublingtheamountsof 
repression, and pushingthesituation into a M cCarthyist 
frenzy. To be sure, each technocrat will be paid well to 
sell h/er sovereignty, but CAE finds it hard to believe 
that all will live happily under the microscope of repres- 
sion and accusation. There will always be a healthy 
contingent who will want to die free rather than live 
constrained and controlled in a golden prison. 
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A second problem for nomadic power, as it finds itself 
suddenly caught in the predicament of sedentary visibility 
and geographic space, is that not only could an attack on 
cyberspace bring about the collapse of the apparatus of 
power, but the possibi I ityal so existsfor attacking particular 
domains. Thismeansthat ECD could be used effectively. 
Even though nomadic power has avoided the possibility of 
a theater of operations emerging contrary to its needs and 
goals in physical space, once a resistant group enters 
cyberspace, elite domains can be found and placed under 
siege. 

W hether or not the barbarian hordes— the true nomads of 
cyberspace— are ready to sweep through the orderly do- 
mainsof electronic civilization remainsto be seen. (If the 
hordes do their jobs well, they never will be seen. The 
domains will not report them, as they cannot expose their 
own insecurity, in much the same way a failing bank will 
not makeits debts public). Thehordes do haveoneadvan- 
tage: They are without a domain, completely 
deterritorialized, and invisible. In therealm of theinvisible 
what's real and what's hyperreal? N ot even the police state 
knowsforsure. 



